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While the information provided by Roads and Maritime Services (Roads and Maritime) has been compiled 
with all due care, Roads and Maritime does not warrant or represent that the information is free from errors 
or omissions, is up to date or is exhaustive. Roads and Maritime does not warrant or accept any liability in 
relation to the quality, operability or accuracy of the information. Roads and Maritime disclaims, to the 
extent permitted by law, all warranties, representations or endorsements, express or implied, with regard to 
the information. Users of the information will be responsible for making their own assessment of the 
information, and Roads and Maritime accepts no liability for any decisions made or actions taken in 
reliance upon any of the information. Any such decision or action is made or undertaken at the risk of the 
user of the information. Users wishing to rely on the information should seek their own expert advice. 
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Introduction 
In accordance with the Work Health and Safety Act 2011, Roads and Maritime Services 
(Roads and Maritime) manages risk by seeking to eliminate risks so far as is reasonably 
practicable1 (SFAIRP) before seeking to minimise risk – ‘elimination before 
minimisation’. 

WHS risk is defined as ‘the possibility of suffering harm or loss’. Risk arises from the 
presence of hazards – situations or conditions that can lead to harm or loss.  

Roads and Maritime has an agency-wide approach to the systematic management of 
WHS risk. Central to the strategy is the establishment of safety risk information at every 
level of the organisation. 

Risk registers store key WHS risk management information – hazardous events, their 
consequences and likelihood (from which risk ratings are derived), what is done to 
eliminate or minimise the risks (risk controls) and who has responsibility. Risk registers 
enable up-to-date information about hazards, associated risks, contributing factors1 and 
risk controls1 to be available for risk management in operations. (See section 2.1 for 
further detail.) 

Purpose 
This procedure sets out the method for managers to establish WHS risk information 
through the risk registration process as the means of ensuring that health and safety 
risks are managed at Roads and Maritime workplaces. The procedure is intended and 
suitable for use in all Roads and Maritime business units, in keeping with the diversity of 
the agency’s operations. Industry partners are required to have in place an equivalent 
procedure for WHS risk management that meets the same standards.  

Application 

The WHS risk management process applies to all Roads and Maritime operations that 
entail a risk to health and safety. These include infrastructure-related work – building 
and maintaining roads, bridges and traffic infrastructure, and non-infrastructure related 
work – such as enforcement and regulatory operations. 

This procedure works in conjunction with the Safety change risk management2 
procedure to address the safety risks associated with changes to business-as-usual 
operations, projects and programs, organisational changes and changes to assets and 
networks.  

1 See Definitions 
2 In development 
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WHS risk management 

1 Risk management process 
This procedure outlines the steps required to apply the risk management process 
(Figure 1) and, in doing so, ensure safety risks are identified, assessed, controlled and 
reviewed.  

 
Figure 1 Overview of the risk management process (adapted from AS/NZS ISO 31000:2009). 
The figure shows the iterative nature of risk management and how communication and 
consultation, and monitoring and review must occur at each step in the risk management 
process. 

1.1 Communicate and consult 

Consultation on risks and communication of risk status, changes and controls is an 
integral part of managing risk, to ensure that affected parties are able to provide their 
input to better understand the risks being considered and the application of controls. 

Managers3 must consult with workers3 throughout the risk management process in 
identifying hazards, assessing risks and establishing risk controls; see the procedure 
WHS consultation. There must also be consultation between duty holders3 when they 
have a concurrent responsibility for managing a risk. 

3 See Definitions 
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1.2 Establish context and scope 
Establishing the context allows the person managing the risk to understand the 
conditions and constraints under which the risk was originally or previously considered 
and to establish the scope for the rest of the risk management process. 

For existing risk registers, the risk register owner reviews the content for applicability 
within the context and scope of operations and updates it accordingly. 

For new risk registers, the risk register owner ensures the context and scope of 
operations is determined, defined and recorded – describing safety requirements, 
assumptions, dependencies and caveats. 

Items for consideration when establishing context include but are not limited to:  
For risk registers: 

• Purpose, objectives, role and 
deliverables of the division 

• Influences and drivers 

• Number of workers, number of 
customers (scope or operations) 

For projects: 

• Scope and duration 

• Key deliverables and performance 
requirements 

• Environment in which the risk is 
present 

For work activities: 

• Environment in which the risk is 
present 

• Number of persons affected 

• Interactions, interfaces and external 
influences 

For changes: 

• Current state and desired future state 

• Influences and drivers for the change 

• Scope and duration of change 

1.3 Identify hazards, contributing factors and consequences  

Hazard and risk identification is an ongoing and continual process across the agency 
and occurs at a frequency and level appropriate to the general needs of the business 
and relevant to the specific risk being managed.  

Sources of information to assist in preparing and identifying hazards include:  
• Risk registers, including risk registers 

from worksites that perform similar 
activities, and risk analyses, eg 
human factors analysis 

• Operational requirements and 
constraints 

• Australian Standards and codes of 
practice 

• Assurance activity outcomes (eg 
audits, inspections and investigations) 

• Consultation with affected parties 
(personal experience, industry 
partners) 

• Stakeholder input, including from 
WHS Branch 

• Expert knowledge 

• Feedback and survey responses. 

All identified hazards that are not immediately and permanently eliminated must: 

• Be recorded in the relevant risk management tool (see Risk management tools on 
page 16) 
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• Have an assessment of its associated risks as soon as possible 

• Have an owner assigned to be responsible for managing the hazard (the risk 
owner).  

Depending on the complexity of the hazards and the availability of resources, a risk 
owner may be responsible for one hazard or a number of hazards.  

1.4 Assess current controls  

Once a hazard is identified, the risk owner identifies the risk controls that are already in 
place and the owner of the controls (control owner).  

The risk owner then determines the criticality and effectiveness of the controls.  

A control is considered critical if:  

• The control not being in place would significantly increase the risk, or  

• The control significantly reduces a high-consequence risk.  

Refer to the Critical control decision tool (Appendix A on page 25).   

Control effectiveness considers whether the controls are designed appropriately 
(design effectiveness) and, if so, whether they are operating as designed (operational 
effectiveness).  

To evaluate a control, consider whether the control remains:  

• ‘Fit for purpose’ and suitable for the nature and duration of the work (design 
effectiveness)  

• Installed, set up and used correctly4 (operational effectiveness) 

• Documented in its current state, such as in procedures and manuals. 

The effectiveness of the controls is determined using the criteria in Table 1. 

Table 1. WHS risk management control effectiveness 
 
Effectiveness Criteria 

Effective Control is well designed and is operating effectively, and management, 
monitoring and review of control is established. 

Satisfactory Control is reasonably well designed and most aspects are operating 
effectively, with some areas for improvement. 

Needs attention Control is not well designed or is not operating effectively. 

Ineffective There are significant gaps in the design and operation of control, and no 
confidence that any degree of control is being achieved. 

Refer to PN224P Risk management procedure for more information on validating 
control effectiveness.  

4 From the WHS Regulation clause 37 

PN066P02  Version 4.0 (14 May 2018)  ObjID: A16639945 page 8 of 26 

                                                      



OneRMS SMS WHS risk management 

1.5 Analyse current risk  

Risk analysis involves consideration of the causes and sources of risk, their positive 
and negative consequences, and the likelihood that those consequences will occur. 
Factors that affect consequences and likelihood should be identified. Existing controls 
and their effectiveness should also be taken into account. 

The risk analysis process assists in identifying possible contributing factors and 
consequences and in determining the extent of their impact. The number of people 
exposed to the hazard and the duration and frequency of exposure will influence the 
level of risk. 

When analysing a risk, consider the ‘worst credible’ consequence. If there is 
uncertainty regarding the worst credible consequence, record the rationale for selecting 
the chosen scenario when documenting the risk assessment (see Document the 
assessment and outcomes on page 15). 

For each hazard, the consequence (Table 2) and likelihood (Table 3) of the hazardous 
event occurring is determined through analysis. This analysis is based on all the 
identified controls being in place, with their established degree of effectiveness.  

Table 2. Consequence measures 

Rating Description 

Insignificant • Illness, first aid or injury not requiring medical treatment. 
• No lost time. 

Minor • Minor injury or illness requiring medical treatment 
• No lost time post medical treatment 

Moderate Minor injuries or illnesses resulting in lost time 

Major 1 to 10 serious injuries or illnesses* resulting in lost time or potential permanent 
impairment 

Severe Single fatality and/or 11 to 20 serious injuries or illnesses* resulting in lost time 
or potential permanent impairment 

Catastrophic Multiple fatalities and/or more than 20 serious injuries or illnesses* resulting in 
lost time or potential permanent impairment 

*Serious injury or illness is defined by the WHS Act section 36 

Table 3. Likelihood measures 

Rating Description 

Almost certain • Expected to occur multiple times (10 or more times) during any given year 
• Expected to occur at least 1 in every 4 times the event or action occurs 

(more than 25% chance of occurrence) 
• This risk is known to occur frequently. 

Very likely • Expected to occur occasionally (1 to 10 times) during any given year 
• Expected to occur between 1 in 4 and 1 in 10 times the event or action 

occurs (10 to 25% chance of occurrence).  
• This risk is known to occur often. 
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Rating Description 

Likely • Expected to occur once during any given year 
• Expected to occur between 1 in 10 and 1 in 100 times the event or action 

occurs (1 to 10% chance of occurrence) 
• This risk is known to have occurred on occasions. 

Unlikely • Expected to occur once every 1 to10 years 
• Expected to occur between 1 in 100 and 1 in 1,000 times the event or 

action occurs (0.1 to 1.0% chance of occurrence) 
•  This risk could occur but not often. 

Very unlikely • Expected to occur once every 10 to100 years 
• Expected to occur between 1 in 1,000 and 1 in 10,000 times the event or 

action occurs (0.01 to 0.1% chance of occurrence) 
•  It is unusual that this risk occurs but it has happened. 

Almost 
unprecedented 

• Not expected to occur in the next 100 years (less than once every 100 
years) 

• Expected to occur less than 1 in 10,000 times (if ever) the event or action 
occurs (less than 0.01% chance of occurrence) 

• Any risk can occur but it is very improbable that this risk will occur within 
the large number of events. 

The risk owner determines a ‘current’ risk rating by combining the  consequence and 
likelihood ratings using the risk matrix (Table 4). 

Table 4. Risk rating (risk evaluation matrix) 

Risk evaluation matrix 

Risk ratings: 
Very high VH 
High H 
Medium M 
Low L 

 

Consequence 

Insignificant Minor Moderate Major Severe Catastrophic 

C6 C5 C4 C3 C2 C1 

Li
ke

lih
oo

d 

Almost certain L1 M H H VH VH VH 

Very likely L2 M M H H VH VH 

Likely L3 L M M H H VH 

Unlikely L4 L L M M H H 

Very unlikely L5 L L L M M H 

Almost 
unprecedented L6 L L L L M M 

Source:PN224F RMS enterprise framework Risk management  

1.6 Evaluate risks 

Risk evaluation enables those undertaking the assessment to evaluate what further 
treatments are required in the short, medium and long term, and to make decisions 
about the priority, type and nature of additional controls to be applied. 
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If it is not possible to eliminate the hazard, the risk may be minimised by reducing the 
consequences, the likelihood or both  

The risk owner determines whether the risk is managed so far as is reasonably 
practicable (SFAIRP) by conducting a SFAIRP determination.5 When undertaking the 
SFAIRP determination, the risk owner must consider whether the hazard can be 
eliminated, and justify why not, before other methods of control can be considered.  

1.7 Treat the risk using risk controls  

Controls to reduce the consequences 
or likelihood of the risk are 
considered using the hierarchy of 
controls (see diagram). This means 
that if a hazard cannot be eliminated 
then controls are chosen from the 
hierarchy – substitution, isolation, 
engineering, training, administrative 
and PPE controls, in that order. The 
controls are described in more detail 
in Table 5.  

 

Any new or modified controls should be assigned an action owner. 

Table 5. Hazard control descriptions 

Control Description 

Eliminate  
The most effective control measure involves eliminating the hazard and its 
associated risk. If you cannot eliminate the hazard, eliminate as many of the 
risks associated with the hazard as possible.  

Substitute  
Substitute the hazard with something safer. This may not remove all the 
hazards associated with the process or activity and may introduce different 
hazards, but the overall harm or health effects will be lessened.  

Isolate  
Isolate the hazard by physically separating the source of harm from people by 
distance or barriers. For example, restrict contact with plant and equipment, 
lock hazardous chemicals away and only use them under strict controls.  

Engineer 
Look for technological solutions that reduce risk, eg use machines to do work 
that would be hazardous to humans, or use more modern plant with in-built 
safety features. 

Training and 
admin  

Develop and document safe methods of work (safe work procedures, safe 
work method statements) and provide appropriate training, instruction and 
information to reduce the potential for harm. 

Personal 
protective 
equipment 
(PPE) 

Personal protective equipment (PPE) reduces workers’ exposure to the 
hazard. PPE includes safety gloves, protective eyewear, earmuffs, hard hats, 
aprons, safety footwear and dust masks. PPE is the last line of defence and 
must be used in conjunction with one or more of the other control measures. 

When identifying controls, consider whether: 

• The risk could be reduced by improving the effectiveness of current controls, rather 
than using additional or different controls  

5  A SFAIRP determination guide and template are available on Compass. 
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• A higher order control can be applied, rather than adding more controls  

• Proposed controls might introduce new risks; how are these to be assessed and 
managed. 

Consider also: 

• The suitability of higher-level controls, such as equipment design and usability, 
task and job design and workplace design 

• Whether a higher level control also requires lower-level controls for its 
implementation  

• Human factors involved in applying the control 

• Solutions that support the detection, correction and management of human error or 
non-compliance with procedures 

• Durability, reliability, availability and maintainability of the control 

• Controls mandated by legislation. 

The risk owner ensures that: 

• control owners are effectively implementing their controls 

• action owners have completed their actions. 

This must be verifiable through documented evidence. 

1.8 Escalate risk  

What risks are escalated? 

Risks must be escalated when they are new or emerging risks. Established risks that 
are documented on a risk register do not need to be escalated unless the risk rating 
changes or other circumstances change. 

When risks – and their associated controls and risk ratings – are captured in a risk 
register, the approver of the risk register (i.e. risk owner), by approving, has accepted 
the risks and has accountability for them.  

If a risk associated with a work activity is already captured in an approved safety risk 
register and its stated risk controls are being applied by the workers, the risk need not 
be escalated. However, when a work activity diverts from the accepted risk the activity 
may then have a higher risk rating and that risk must be escalated. 

For example, a risk assessment may identify a risk that is rated ‘high’ and the risk is 
also rated ‘high’ in the applicable risk register, the risk need not be escalated provided 
the controls listed in the risk register are in place and being applied by the workers.  
However, if a risk assessment identifies a risk and rates it ‘high’ while the risk is rated 
‘medium’ in the risk register the risk must be escalated to a senior manager as per the 
escalation process. In such a case, the higher rating may be due to the work 
environment or how the work is carried out. Accordingly, priority action must be taken 
to eliminate the risk or minimise it further if elimination is not reasonably practicable.  

Project hazards, risks and their controls are often identified and assessed in risk 
workshops during the various phases of the asset lifecycle. For example, if a risk is 
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assessed as ‘high’ during a constructability risk workshop, the risk must be escalated to 
the owner of the project risk register. 

Why we escalate risks 

The WHS governance, accountabilities and responsibilities framework describes how 
Roads and Maritime ensures that information required to manage risk and monitor 
compliance is available at the right time, to the right people and the right level within 
the agency to enable effective decision making. 

Escalation of risks alerts the appropriate level of management about a new or 
emerging risk, the need to plan for future risk controls and the need for resources to 
manage the risk. Risks are escalated to the appropriate level of management for 
consideration and action (see Table 6 on page 14). In most circumstances, the Chief 
Executive is the highest escalation point. Very high risks (after controls have been 
established) are escalated to the Secretary Transport for NSW as described in the Risk 
Management Framework (PN224F). The thresholds for escalation are described in 
Table 6. 

How escalated risks are managed 

The risk owner escalates risks to the appropriate level of management (approval 
authority) within the time limits specified in Table 6. Risk owners must then obtain 
approval from the approval authority to proceed (start or continue work).  

It is at this stage that the risk is either accepted – and activities continue or commence, 
or are rejected – and activities stop or do not commence. Monitoring of the risk follows 
or the risk is communicated to higher level management for their monitoring or their 
approval for work to continue at the current risk level. 

Accepted risks must be supported by a determination that the risk has been eliminated 
or minimised so far as is reasonably practicable (SFAIRP determination)6. A risk may 
be accepted for a short period, provided a plan is established to eliminate or minimise 
the risk over a longer term, in line with the ‘Response or action’ requirements in 
Table 6. In that case, interim risk controls may be applied until the plan is implemented. 

6 A SFAIRP determination guide and template are available on Compass. 
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Table 6. Risk escalation and action 

Risk rating Escalation and reporting Response or action Approval authority 

Very high Immediately (within 24 hrs) to executive director, 
then monthly as a minimum.7 
Within 72 hours to Chief Executive, then as 
required. 
Quarterly to Chief Executive and Audit & Risk 
Committee 

Agency-wide safety risks: 
Significant and urgent action is required to eliminate the safety risk or 
reduce the consequence or likelihood of the risk and the overall risk 
exposure. Activities exposed to this level of safety risk cannot proceed 
without the approval of the Chief Executive. 

Agency-wide safety risks: 
Chief Executive  
 

Project or division risks: 
Significant and urgent action is required to eliminate the safety risk or 
reduce the consequence or likelihood of the risk and the overall risk 
exposure.  
Activities exposed to this level of safety risk cannot proceed without 
the approval of the executive director. 
 

Project or division risks: 
Executive director or project director 

High Within 72 hours to director 8 then monthly as a 
minimum 
Notified to executive director within one month, 
with quarterly reporting thereafter 
Quarterly to Chief Executive and Audit & Risk 
Committee. 

Immediate action is required and effort must be made to ensure that 
the safety risk is eliminated so far as is reasonably practicable 
(SFAIRP), or minimised SFAIRP if elimination is not reasonably 
practicable.  
Activities exposed to this level of safety risk cannot proceed without 
the approval of the executive director, director8 or project director 

Agency-wide safety risks: 
Executive director or project director 
 

Project or division risks: 
Director8 or project director 

Medium Within 72 hours to business unit or project 
manager then quarterly as a minimum 
Six-monthly to director8 or project director 
Annually to executive director, Chief Executive 
and Audit & Risk Committee. 

Action is required and effort must be made to ensure that the safety 
risk is eliminated SFAIRP, or minimised SFAIRP if elimination is not 
reasonably practicable. Activities exposed to this level of safety risk 
cannot proceed without the approval of the responsible line manager 
or the change, project or program manager. 

Director8 or project director 

Low Quarterly to business unit or project manager 
Six-monthly to director8 or project director 
Annually to executive director, Chief Executive 
and Audit & Risk Committee. 

A level of safety risk that requires monitoring and review to ensure 
that the safety risk remains at this level.  

Business unit or project manager 
 

7 Escalation to RMS (Agency) Risk Register and Transport for NSW as described in Risk Management Framework (PN224F). 
8 Delegation level 3 – see Delegations 
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1.9 Document the assessment and outcomes 
The risk management process and the associated outcomes must be documented. 
This may take different forms. The sections Risk management tools (page 16) and Risk 
management applications (page 17) describe how Roads and Maritime conducts and 
documents this process in specific circumstances. 

As a minimum, the following information must be recorded: 

• Date of the review 

• Person undertaking the review 

• Persons or parties consulted in preparing the review 

• Context of the risk assessment 

• Hazard description 

• Outcomes 

• Demonstration that risk is managed so far as is reasonably practicable, for 
example through a SFAIRP determination or safety argument. 

The following information may also be recorded: 

• Context or basis for decision that a risk scenario is the worst credible consequence 

• Further actions (or recommended actions) required to control risk, the assigned 
action owner and the target date for completion of the action 

• Residual risk rating, including consequence, likelihood and risk rating 

• Control effectiveness and criticality 

• Supporting risk analyses and methodologies. 

1.10 Monitor and review 

Risk owners must regularly monitor and review risks to ensure that management 
processes are operating as intended, by: 

• Reviewing and validating or updating the risk context 

• Determining whether the assessed risks are over- or under-estimated 

• Ensuring controls are in place 

• Ensuring the effectiveness of those controls 

• Identifying new hazards, contributing factors, consequences and controls 

• Reviewing any outstanding actions. 

Risk assessments must be reviewed following significant occurrences in Roads and 
Maritime or industry and whenever there is a change to: 

• Legislation affecting safety risks identified in the register 

• The structure or function of business units or other relevant parts of the 
organisation 

• Operations, processes or materials used to deliver work. 
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2 Risk management tools 

2.1 Risk registers 

A risk register is the standard process for documenting safety risks in operations, 
projects and programs, as well as in organisational changes and changes to 
infrastructure and assets.  

Risk registers collate risk management information – such as hazards, their associated 
risks, risk ratings the accepted risk controls, risk owners, and control owners. They are 
the basis for recording and monitoring the status of risks and the implementation of 
their controls – including critical risk controls. (This is called ‘risk treatment’.) 

Risk registers are established at every level of the organisation: 

• At agency level – the Agency Safety Risk Register9 (ASRR) 

• At division level – divisional safety risk registers (DSRRs) 

• At business unit level there are risk registers covering business unit operations 

• At project (or program) level there is a project safety risk register (sometimes 
referred to as a hazard log). 

A risk register must be established: 

• When there is a new business unit, program, project or asset 

• By the manager responsible for the business unit, program or project or asset. 

If there is no risk register, the manager may adopt the higher-level risk register (e.g. 
DSRR) or derive a new risk register from it; adapt a risk register from another project or 
business unit with a similar risk profile; or develop a risk register from scratch using the 
Risk register template.  

Each risk register is owned and approved by the most senior manager in charge of the 
business or undertaking covered by the risk register. For example: 

• ASRR – the owner and approver is the Roads and Maritime Executive (the ASRR 
is maintained by WHS Branch) 

• DSRR – the owner and approver of each DSRR is the executive director of the 
relevant division 

• Project safety risk register – the owner and approver is the principal contractor. If 
Roads and Maritime is the principal contractor the owner is a project director or 
project manager. 

By approving the risk register the risk owner accepts the risks documented in the 
register, along with their stated risk ratings and risk controls, and is ultimately 
accountable for managing those risks. 

The risk register owner may assign responsibility for managing those risks to line 
managers for operations or projects under their control. In such cases, the assigned 
manager must ensure that: 

• Risks are managed  so far as is reasonably practicable  

9 See Understanding our risks on the OneRMS SMS site 
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• Ownership is allocated to existing risk controls  

• Responsibility is allocated to actions associated with additional risk controls.  

Each risk register is a living document – subject to change in response to changes to 
the internal and external risk environment, changes to legislation and changes to 
organisation objectives. They must be continually monitored and periodically reviewed. 

The ASRR is subject to review intervals established in the WHS risk management 
framework. All other risk registers must be reviewed by the responsible management 
team according to the risk context – when there is rapid change or when the risk 
register contains a current risk of ‘high’ or ‘very high’ the risk in the register will need 
more frequent review. The Risk escalation and action table (Table 6, page 14) provides 
examples of appropriate review frequencies. 

2.2 Supporting risk analyses 

Risk analyses may be prepared to study a specific risk exposure. The form of these 
risk analyses will depend on the method of analysis, although generally a risk report is 
generated to document the analysis.  

A knowledgeable person may select the most suitable type of risk analysis. WHS 
Branch provides assistance in determining the most suitable method of analysis.  

2.3 WHS risk assessment forms 

A WHS risk assessment form is provided for use at workplaces to assess the risks 
involved in an activity and to establish control measures. The form may also be used to 
facilitate the assessment of a specific risk. In this case, a separate copy of the form is 
used to capture risk information for each risk. New risk management information may 
be added to the relevant risk register as a result of the risk assessment. Use of the 
WHS risk assessment form is optional, as many business units have their own form of 
risk assessment.  

The specific application of each of these tools is outlined below. 

3 Risk management applications 
The following contexts where risk management is applied have been listed in 
alphabetical order for ease of reference. This order does not reflect the relative 
importance of one application over another. Roads and Maritime has tools for the 
following applications. 

3.1 Assets and projects 

The risk management process applies at every phase of a project or asset lifecycle. 

A risk register is used throughout the life of an asset or project and is handed over 
between each lifecycle phase (Table 7). On completion of a lifecycle phase, the 
manager hands over the risk register to the manager responsible for the next phase. 
The risk register from the previous phase forms the basis of the risk register for the 
next phase. The manager of the next phase restarts the risk management process of 
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that phase from the start of the process (see Risk management process on page 6). 
This handover process ensures continuity in managing safety risks between phases.  

The risk register (sometimes known as a ‘hazard log’ or ‘health and safety in design 
(HSiD) register’) may be supported by technical risk analyses, such as: 

• Human factors assessment 

• Quantitative risk modelling, eg for route planning  

• Safety integrity level (SIL) analysis for IT hardware and software used to control 
engineered assets. 

The risk register should be prepared in accordance with the Design safety – lifecycle 
management framework.  

Table 7. Asset lifecycle phases 
 
Lifecycle phases 

Development 

Initiation 

Strategic design 

Concept design  

Delivery 

Detailed design 

Implementation, construction, manufacture, 
installation 

Commissioning and handover  

Operation and maintenance 

Modification 

Disposal 

3.2 Confined space entry 

A risk assessment must be conducted for all confined spaces before workers can be 
authorised to enter. 

The Risk register template may be used for a generic risk assessment of classes of 
confined space. Risk assessment of hazards that are likely to differ from the generic 
risk assessment must be recorded on the Confined space entry permit. 

To determine the risks requiring control, the risk factors outlined in the Safe Work 
Australia Confined spaces code of practice should be considered. 

3.3 First aid 

To assess first aid risk for a site, the checklist provided in the procedure First aid is 
used.  
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3.4 Fatigue 

Identified fatigue hazards must be recorded on the relevant risk register. Fatigue risks 
for individuals and tasks are assessed against the criteria set out in the procedure 
Fatigue. 

3.5 Hazard reporting 

See procedure Hazard and occurrence reporting. 

3.6 Hazardous manual tasks 

Hazardous manual tasks (including those involving ergonomic hazards), when 
identified, must be recorded in the relevant risk register.  

The risks associated with identified hazardous manual tasks are assessed against the 
criteria set out in the procedure Hazardous manual tasks. The outcome of these 
assessments must be documented. A report provided by a suitably qualified consultant 
is acceptable. 

3.7 Hazardous chemicals 

The use or ongoing presence of hazardous chemicals must be recorded in the relevant 
risk register. The risks associated with specific hazardous chemicals are assessed 
against the criteria set out in the procedure Hazardous chemicals. 

3.8 Health monitoring and hazardous environments 

Occupational health risks and noisy tasks and environments must be recorded on the 
relevant risk register.  

Health risks for individuals and tasks are assessed against the criteria set out in the 
procedure Health monitoring. 

Noise-related risks are assessed against the criteria in the procedure Noise. 

3.9 High-risk construction work 

High-risk construction work must be supported by a safe work method statement as 
specified in the procedure Safe work method statements. 

3.10 Plant  

The use or presence of fixed or mobile plant must be identified in the: 

• Relevant risk register 

• Safe work method statement, where relevant 

• Asset register, if relevant. 
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Risks to health and safety associated with fixed or mobile plant are assessed against 
the criteria set out in the Safe Work Australia code of practice Managing the risks of 
plant in the workplace. 

3.11 Work activities, worksites and facilities 

As a general principle, all activities undertaken by Roads and Maritime must have 
undergone some form of risk assessment.  

High-risk construction activities must be assessed in accordance with the procedure 
Safe work method statements. For temporary worksites, generic work method 
statements should be supplemented by a worksite risk assessment using the WHS risk 
assessment or equivalent form. 

Fixed facilities, such as offices and depots, may have a site risk assessment covering 
the site and general activities. Office-based activities can be covered in the site risk 
assessment and may not require further assessment. Fixed facilities may also require a 
first aid risk assessment. The site risk assessment should be recorded using the Risk 
register template. 

Where new hazards arise that cannot be immediately and permanently eliminated, they 
are reported to management and logged in SRIMS10 (see the procedure Hazard and 
occurrence reporting). 

3.12 All other applications 

From time to time, additional risk assessments may be required. Advice should be 
sought from WHS Branch as to the risk assessment tool to be used and whether there 
are additional legislative requirements to consider in the assessment of a particular 
risk. 

Roles and responsibilities 
 
Role Responsibilities 

Approval authority • Consider risks escalated to them and accept or reject risk 
• Give direction on risk management requirements, where risks are not 

accepted. 

Control owner • Ensure assigned risk controls are implemented and reviewed.  

Risk owner  • Ensure that the risks they own are managed in accordance with this 
procedure via regular discussion and/or assurance from the control 
owner. Management of individual risk management treatments may be 
delegated to another relevant person on behalf of the risk owner, but 
the risk owner retains ultimate responsibility  

• Monitor progress against risk management treatments  
• Ensure that the risk review process is carried out in a timely fashion, 

within their areas of responsibility  
• Ensure the currency of risk registers and respond to any risk register 

actions that have been assigned to them  
• Complete relevant risk reporting  

10 Safety Risk Information Management System 
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Role Responsibilities 
• Ensure control owners are assigned. 

Risk register owner • Manage the risk register, ensuring: 
− It is reviewed and updated 
− It is current within the context of the business operations 
− The documented control suite reflects current practice. 

• Ensure the continuity of risk registration through lifecycle phases 
• Ensure that WHS risk management records are maintained for legal 

compliance. 
• The risk register owner may appoint a document controller for the 

purpose of document management and version control. 

Definitions 
 
Term Definition 

Consequence An effect such as illness, injury, loss of life or property damage resulting 
from a hazardous event occurring or a risk being realised – see 
Hazardous event. 

Contributing factor An event or condition that results in a hazardous event – see Hazardous 
event. 

Control (risk control, 
hazard control) 

A measure planned to manage the risk from a hazardous event – see 
Hazardous event. Controls include any process, policy, device, practice 
or other actions that modify risk. Controls are selected from the 
‘hierarchy of controls’ – see page 11. 

Control owner  Person who has been given the authority to manage a particular risk 
control and is accountable for doing so. 
The control owner is accountable to the risk owner. 

Duty holder One who has a duty under the WHS Act, notably to manage risk.  

Hazard  A situation, condition or source that has the potential to lead to negative 
consequences, harm or loss. A hazard is not the negative outcome 
itself. 

Hazardous event An undesired and unplanned occurrence that results in a specified loss 
or damage. 

Manager A person responsible for planning and directing the work of a worker or 
group of workers, monitoring their work, and taking corrective action. 

Risk The possibility of suffering harm or loss. 
Risk, current  The risk based on the existing controls in place, ie before additional 

controls are proposed. See also Risk, residual.  
Risk, residual  The risk remaining after risk treatment. 

See also Risk, current. 
Risk analysis A process for comprehending the nature of risk and determining the 

level of risk. Risk analysis provides the basis for evaluating risk, 
assigning a risk rating and determining risk controls. See also Risk 
rating.  

Risk assessment The process of identifying hazards and determining how much harm or 
damage they can cause to how many people or things (consequence) 
and how likely they are to result in harm (likelihood).  

Risk control See Control. 
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Term Definition 
Risk identification The process of finding, recognising and describing risks. It involves 

identifying likely events, including their contributing factors and potential 
consequences. It can involve historical data, theoretical analysis, 
informed and expert opinions, and stakeholder needs. 

Risk management Eliminating risks to health and safety, so far as is reasonably practicable 
(SFAIRP) and, if it is not reasonably practicable to eliminate risks to 
health and safety, minimising those risks so far as is reasonably 
practicable. (WHS Act section 17.) 
See also So far as is reasonably practicable. 

Risk owner Person with accountability and authority for managing a risk. 
This is the person who assigns accountability for a control (to the control 
owner). By default, the risk owner is the person in charge of the work 
activity that entails the risk.  

Risk rating A measure of risk based on consequence and likelihood. May be 
expressed semi-quantitatively or quantitatively. See Step 5. 

Risk register A document recording the hazards and hazardous events likely to result 
in a foreseeable risk for a project or operation. It includes a description 
of each risk and its rating, ownership and prescribed controls. (See 
section 2.1.) 

Risk register owner Person responsible for the content of the risk register. This is nominally 
the most senior manager in charge of the operation or project that the 
risk register covers. The risk register owner also has authority to 
approve the register and thereby the risks documented within it (see 
section 2.1).  

SFAIRP So far as is reasonably practicable. 
Safety change risk 
management 

Identifying and managing the unexpected effects or side-effects of 
change that entail safety risks – including risks to public safety and risks 
to work health and safety. 
Changes that can affect safety include but are not limited to: asset 
configuration changes; organisational structure changes; electronic 
business system changes; and documented business system changes. 

So far as is 
reasonably 
practicable 

That which is, or was at a particular time, reasonably able to be done to 
ensure safety, taking into account and weighing up all relevant matters, 
including: 
• The likelihood of the hazard concerned occurring 
• The degree of harm that might result from the hazard 
• What the person concerned knows, or ought reasonably to know, 

about: 
− the hazard or the risk, and  
− ways of eliminating or minimising the risk 

• The availability and suitability of ways to eliminate or minimise the 
risk 

• After assessing the extent of the risk and the available ways of 
eliminating or minimising the risk, the cost associated with available 
ways of eliminating or minimising the risk, including whether the cost 
is grossly disproportionate to the risk. (Source: WHS Act section 18.) 

Worker Any person who carries out work in any capacity at a Roads and 
Maritime workplace, including Roads and Maritime staff; professional 
services contractors and consultants; contractors, subcontractors and 
their employees; outworkers; students gaining work experience; and 
volunteers. 
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Term Definition 
Worst credible 
consequence 

The worst outcome that could credibly occur if a safety issue continues 
and one or more risk controls is absent or ineffective. 

References 

Roads and Maritime references 
 
Doc no Name 

PN224P  Risk management procedure (Agency level, enterprise-risk management 
procedure) 

PN224F Risk management framework (Agency level, enterprise-risk management 
framework) 

RMS 17.073 WHS risk management framework 

 Form: WHS risk assessment 

 Template: WHS risk register 

 Guide: SFAIRP determination  

 Template: SFAIRP determination 

RMS 17.070 WHS governance, accountabilities and responsibilities framework 

RMS 17.076 Design safety – lifecycle management framework 

PN066P01 Procedure: WHS consultation 

PN066P04 Procedure: Fatigue 

PN066P06 Procedure: First aid 

PN066P08 Procedure: Noise  

PN066P11 Procedure: Safe work method statements (SWMS)  

PN066P17 Procedure: Hazardous chemicals 

PN066P23 Procedure: Hazardous manual tasks 

PN066P24 Procedure: Health monitoring  

PN066P28 Procedure: Hazard and occurrence reporting 

External references 
 
Document name Source Type 

Managing risks of plant in the workplace Safe Work Australia 
www.safeworkaustralia.gov.au 

Code of 
practice 

Hazardous manual tasks SafeWork NSW 
www.safework.nsw.gov.au 

Code of 
practice 

First aid in the workplace SafeWork NSW 
www.safework.nsw.gov.au 

Code of 
practice 

AS/NZS ISO 31000 Risk management 
principles and guidelines 

SAI Global 
www.saiglobal.com 

Standard 

Records 
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The following records are generated from the processes described in this document 

Record Filed in Order 

Project and operations risk registers Objective  By project ID, by operation 

PN066P02 Version 4.0 (14 May 2018)  ObjID: A16639945  page 24 of 26 



OneRMS safety management system WHS risk management 

Appendices 

A Critical control decision tool 
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Approval Director Safety 

File name procedure-pn066p02.pdf 

Online location Home (www.rms.nsw.gov.au)  Safety  Work Health & Safety  
OneRMS safety management system  Procedures, forms and guidance 

Objective ID A16639945 

Publication no. RMS 17.111 
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Change history 
 
Issue Date Description of change 

4.0 14/05/18 • Updated to reflect likelihood and consequence terminology changes in 
the enterprise (RMS) risk management procedure PN 224P.  

• Replaced references to ‘general manager’ with ‘director’ and footnoted 
link to Delegations 

• Applied new OneRMS brand. 

3.1 07/12/17 Included links to SFAIRP determination tools, now available on Compass 

3.0 20/10/17 Changes in response to consultation feedback: 
• Section 1.8 includes further guidance and clarity around the application 

of the escalation process  
• Section 2.1 revised to explain the risk registration process and use of risk 

registers more clearly 
• A number of definitions made clearer 

2.1 21/03/17 Complete revision, draft for consultation 

2.0 16/11/12 No change history available 

Feedback 

Contact WHS Branch with feedback on this document at: onermssms@rms.nsw.gov.au  
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