
Records control
An overview of the records control process under the 
OneRMS safety management system (OneRMS SMS).
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While the information provided by Roads and Maritime Services (Roads and Maritime) has been compiled 
with all due care, Roads and Maritime does not warrant or represent that the information is free from errors or 
omissions, is up to date or that it is exhaustive. Roads and Maritime does not warrant or accept any liability in 
relation to the quality, operability or accuracy of the information. Roads and Maritime disclaims, to the extent 
permitted by law, all warranties, representations or endorsements, express or implied, with regard to the 
information. Users of the information will be responsible for making their own assessment of the information, 
and Roads and Maritime accepts no liability for any decisions made or actions taken in reliance upon any of 
the information. Any such decision or action is made or undertaken at the risk of the user of the information. 
Users wishing to rely on the information should seek their own expert advice.



Introduction

Records control ensures the data contained in records is trustworthy and reliable. This requires 
records to be protected from loss or damage and tampering. In addition records may contain 
confidential or personal data, which creates additional requirements for their protection.

Certain normative references – such as the Work Health and Safety Regulation 2017 (WHS 
Regulation), the standard AS 4801 and the NSW Government WHS management standard and 
audit guidelines – mandate records of particular actions and events to be kept.

Purpose

Scope and context

Existing records control procedures used by business units or industry partners are not 
displaced by this framework but must align with its principles and standards.

System requirements
Requirements under this framework can be found in Appendix A. For all system requirements 
see the OneRMS SMS manual.

Records have a number of roles in the OneRMS SMS including:

• Providing measures of performance for Roads and Maritime Services (Roads and 
Maritime) and the SMS

• Establishing sources of information for later reference (such as risk assessments, 
health monitoring data) and decision support

• Creating an ‘audit trail’ and allowing processes to be monitored, for example to 
show where things have gone wrong.

This framework provides an overview of the records control process under the 
OneRMS SMS. This framework:

• Establishes the principles of records control

• Identifies records control processes and the standards they must meet to be effective

• Sets out key roles and responsibilities.
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This framework applies to: 

• Records generated by WHS activities under the OneRMS SMS (including existing  
records under Roads and Maritime’s previous WHS arrangements)

• Records generated by WHS activities under the safety management systems  
of Roads and Maritime divisions 

• Records generated by WHS activities under a project (for example, an infrastructure 
construction project).

http://www.legislation.nsw.gov.au/#/view/subordleg/2017/404
http://www.rms.nsw.gov.au/safety/work-health-safety/documents/onerms-sms-manual.pdf


Records control 

1. Records control principles
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• Managers must be aware and workers must be informed of the records generated  
by WHS processes and how they must be kept

• SMS procedures must establish what records they generate and how those records  
are kept

• Records must be stored so they are retrievable and protected from loss or tampering 

• To be retrievable, records must be filed in an order (alphabetical, chronological, etc.) that 
enables retrieval. Records must clearly identify their subject matter – the process, activity 
and event that generated them

• For records to be useful, attention must be paid to data quality. This requires staff 
involved in record capture to be educated in the purpose of capturing the data and  
how the data will be used when it is retrieved 

• Forms for record capture must be designed with the end-purpose of the data captured 
in mind

• Access to records of a personal nature (such as health monitoring records) must be 
controlled such that:

 – the subject has access to the records and can correct any inaccuracies

 – the records are protected from access by unauthorised persons.

• Access to confidential records (business sensitive) must be controlled so the records  
are protected from access by unauthorised persons

• The WHS Regulation requires certain records to be kept for periods of time and this  
must be reflected in the system.

http://www.legislation.nsw.gov.au/#/view/subordleg/2017/404


2. Records control processes
Table 1 shows records control processes based on the principles set out in section 1 Records 
control principles. The processes establish the requirements (for example, of a records control 
procedure) to effectively control records.

Table 1: Records control processes

Process Purpose Requirements 

Records 
control 
procedure

Ensures that records 
control is implemented 
in the agency

The agency has one or more procedures 
specifying how it controls records relevant to 
WHS management. 

Records 
controller

Ensures that records 
control is implemented 
in the agency

One or more staff members are appointed to 
take responsibility for controlling the records 
in the SMS and ensuring that records control 
processes are implemented. There may be more 
than one records controller in a given business 
unit – the records controller controls a particular 
collection of records. 

Record 
capture

Ensures the required 
data is captured 
and that records are 
complete

Records control procedures contain or refer 
to a register of WHS activities that generate 
records, showing what data is required. Other 
safety-related procedures identify what records 
are generated by the activities they describe. 
Forms designed for capturing records are 
reviewed for adequacy before being approved.

Record 
identification 
and 
traceability

Ensures records can be 
traced to the processes, 
activities and events 
that generated them

Design standards are in place for forms and 
other record keeping tools to ensure that the 
records can be readily associated with the 
process, activity and event that generated the 
record. 

Record 
storage

Ensures records are 
preserved from loss, 
damage, tampering and 
unauthorised access

Records control procedures set out 
requirements for record storage.

Records control procedures identify  
records that are confidential or sensitive  
and establish methods for restricting access  
by unauthorised persons.

Filing Ensures records can be 
retrieved when required

Records control procedures set out filing 
conventions – the order that records are filed 
in (alphabetical, chronological, etc.) along with 
any other information that makes a particular 
record easy to find. This information should  
be mirrored in the procedures that generate 
the records.
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Process Purpose Requirements 

Data quality Ensures records deliver 
the information needed 
when retrieved

Record keeping staff should be aware of how 
the records they keep may be used later.

Forms design must focus on ensuring that the 
record keeper using the form knows what data 
to include in each field. 

Disposal and 
archiving

Ensures records are 
retained for long 
enough to satisfy 
regulatory and business 
requirements and are 
disposed of correctly

A register of records shows the minimum 
retention period for each record and its 
method of disposal. Methods of disposal 
will vary according to whether records are 
confidential or sensitive.

Personal 
records

Ensures workers’ 
personal information is 
handled equitably

Records control procedures identify records 
containing personal information and make 
provision for ensuring that:

• Workers have access to records about 
themselves to ensure that the information  
is accurate

• Workers’ personal information is kept 
confidential and cannot be accessed by 
unauthorised persons.



Roles and responsibilities

ROLE RESPONSIBILITIES

Business unit 
manager

• Ensures that records that are part of WHS management are 
controlled

• Ensures that staff are aware of record keeping requirements 
– what processes generate records, what records need to be 
kept, where and how records need to be kept

• Appoints records controllers. 

Project manager In a project that has WHS requirements, the project manager:

• Ensures that records relevant to safety on the project are 
captured and controlled

• Appoints a records controller.

Records controller • Ensure records are preserved against loss, damage, tampering 
and unauthorised access

• Ensure records captured for the collection are complete and 
legible and meet data quality requirements

• Ensure records can be retrieved when needed.
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Definitions
Term Definition

Normative reference A document that sets a requirement with which the SMS 
must align or comply. These are typically legislation (acts 
and regulations); codes of practice issued by the regulator 
(SafeWork NSW); Australian and international standards; 
government-issued standards and guidelines. 

Record For the purposes of records control, a record is a package of 
data about an event during which a process or activity took 
place and data was recorded.

Records controller A member of staff appointed to ensure the records control 
processes are implemented over a collection of records. The 
collection of records may belong to a business unit’s SMS or  
a project or worksite.

Records register A spreadsheet or similar style of document that catalogues the 
records in the system and shows their filing convention and 
retention and disposal schedule. The register may also disclose, 
for example, the process the record is generated by and 
whether the record is sensitive or confidential.
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Safety assurance 

RC1 Control WHS records Roads and Maritime implements a documented process for 
controlling WHS records, covering how records are captured, 
stored and protected.

RC2 Capture records Roads and Maritime’s register of WHS activities shows 
what records are required. Safety-related procedures 
identify what records are generated by the activities they 
describe and what data is required. Forms designed for 
capturing records are reviewed for adequacy before being 
approved.

RC3 Associate records 
with the activity that 
generated them

Roads and Maritime ensures records can be readily 
associated with the process, activity and event that 
generated the record.

Form design and procedure design support this process.

RC4 Store and file records Roads and Maritime’s records control procedures ensure 
that records:

• Are preserved from loss, damage, tampering and 
unauthorised access 

• Can be retrieved when required.

RC5 Maintain privacy, 
confidentiality of 
(personal) records

Roads and Maritime ensures that WHS records about 
an individual are accessible to that individual and the 
individual can correct any inaccuracies. WHS records 
about an individual are only accessible to authorised 
persons.

RC6 Establish record 
retention period and 
disposal requirements

Roads and Maritime establishes a register of WHS records 
with record-retention requirements from the WHS 
Regulation and SafeWork NSW and nominates relevant 
retention times for other records. 

The register shows how records are to be disposed of.

RC7 Ensure data quality Roads and Maritime’s records control procedures ensure that 
records deliver the information needed when retrieved.

Appendices

A. OneRMS SMS requirements

http://www.legislation.nsw.gov.au/#/view/subordleg/2017/404
http://www.legislation.nsw.gov.au/#/view/subordleg/2017/404
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